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Security The Cloud
FROM AV@Cloud
SR IAM@ Cloud
VA@Cloud
Log&Audit@Cloud

NIST Definition of Cloud Computing v15, http.//csrc.nist.gov/groups/SNS/cloud-computing/cloud-def-v15.doc
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Protect yourself
from DDoS attacks

Don't walt untll it's too late

B diew viden
u Fead the White Faper
'u Fead the Product Brief

Cverview  Description/Diagram  Features Benefits  Related Services

Send to a colleague [

Telecom Companies: The Cloud Clock is
Ticking! -- Gartner

http://blogs.gartner.com/daryl_plummer/2009/03/03/telecom-
companies-the-cloud-clock-is-ticking/
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Cloud computing4
How cloud computing can help your
business thrive,

asd

BTQ

Bringing it all together

MMore about BT's cloud
computing services

Cloud computing is an Internet-based way of working where users access
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business
applications
for FREE
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Threat #1: Abuse and Nefarious Use of Cloud

Computing
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Threat #2: Insecure Interfaces and APIs
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Threat #3: Malicious Insiders

LT

Threat #4: Shared Technology Issues
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Threat #5: Data Loss or Leakage

FAE MR

Threat #6: Account or Service Hijacking
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Threat #7: Unknown Risk Profile
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Top Threats

to

Cloud Computing V1.0

Prepared by the

Cloud Security Alliance
March 2010

Data Source: http://www. cloudsecurityalliance. org/topthreats/csathreats. vi. 0. pdf
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Q: How concerned are you about the following issues related to
cloud services?
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Ability to meet national security

NN ‘;)5]%-} requirements

FH )31 é‘] )E,Iﬁ Governance issues
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Data Privacy/Confidentiality
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Business Continuity Issues

GovernmentRegulatory Respondents Who are “Very Concermed”

Source: World Economic Forum/Accenture survey, Fall 2009
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http://sbin. cn/blog/2010/03/29/csa-securi ty-guidance-chinese-release/
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Table: Security Assessment Matrix for SAAS, PAAS, and IAAS

SAAS PAAS I1AAS
Provider | Customer | Provider Customer Provider | Customer
/rPhyrsical Security ) X X SR,
Environmental Protection

Capacity Management
Metering

Billing

;hange Management
Incident Management
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Vulnerability Management

Patch Management

Security Management

Security Monitoring y,
#forage Security N\,
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Disaster Recovery and Business Continuity]

Service Level Reporting
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http://www.linkedin.com/groups?home=8&gid=2955150&trk=anet_ug_hm

csa - Cloud Security Alliance, Greater China Chapter
— a subgroup of Cloud Security Alliance

Oweriew  Discussions MNews Jobs Manage = More...

Members (18)

Zorted by: most relevant

Search members

Search for names or keywords
to find specific members of

this subgroup. Richard ZHAO
Chief Strateqy Officer at NSFOCUS, Greater New

York City Area

304 folowers | See activity »







