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The sky isn’t falling...

it fell afew yearsago...

Roger A. Grimes
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El Operating Systems Cross-Platform Applications
WL1. Internet Explorer C1 Web Applications
W2. Windows Libraries C2. Database Software
Wa3. Microsoft Office C3. P2P File Sharing Applications
W4. Windows Services C4 Instant Messaging
WS5. Windows Configuration C5. MediaPlayers
Weaknesses C6. DNS Servers
M1 Mac OS X C7. Backup Software

3 Ul. UNIX Configuration Weaknesses C8. Security, Enterprise, and Directory
Management Servers

Security Policy and Personnel
H1. Excessive User Rights and Network Devices
Unauthorized Devices B N1. VolP Serversand Phones

Bl H2. Users (Phishing/Spear Phishing) B N2. Network and Other Devices
Common Configuration Weaknesses
Special Section

Bl Z1. Zero Day Attacks and Prevention
Strategies
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Managed CPE-based VPN

Lpplication/Service End-to-End

PE Router: Provider edge router G: Gold class of service

CE Router: Customer edge router S: Silver class of service
B: Bronze class of service
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How to Deliver Security As Services ?
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