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Strategies of Security Operations

Secure Desktop Computing

• Forced AV and Update
• Forced LANDesk and Asset Mgmt
• Domain Group Security Policy
• Active Directory based access control
• Desktop computing standard

Comply to Security Policy and Laws
• Forced audit and record protection
• Forced Patching
• Helpdesk Process
• Automate Vulnerability Scans
• Automatic Port Shutdown

• Secured Wireless 
• Secured Remote User 
• Secured Web and Internet Access
• Messaging/Email Firewall

Safeguard Critical Assets

• Identity and access management 
processes

• Classified information assets
• Separation of Duties 
• Integrated Physical Security

Protect Perimeter

Lenovo Information Security PolicyLenovo Information Security Policy Lenovo Information Security StandardLenovo Information Security Standard



桌面安全管理之不可承受之重

we don't want to be in a situation where we comply the IT policy but 
loose the serviceability to our customer and increase lenovo
operation cost.

－ An business executive

http://blog.zhaol.cn/Article_31879
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Desktop Management and IT Structure

Desktops Network Data & Services

Challenges
• Large volume, so that large amount of IT investment, including h/w and 

s/w license
• Heavy helpdesk requests
• Most of security threats come from desktops
• Various potential legal issues

Countermeasure and Strategy

• Standardized configuration 
• To simply configuration management and helpdesk support
• To minimize the license cost and potential legal risks

• Streamlined the new-hire / replacement / restore processes
• Hardened desktop security policy, corresponding audit and monitoring
• Solid identity and organization directory via Active Directory

þ资产管理
þ补丁分发
þ远程控制

þ安全策略管理
þ集成的桌面防火墙
þ桌面反病毒集成
þ端口和外设管理

þ外联管理
þ网络访问管理

þ财务管理

？？？？？



Closed-loop in Desktop Security

Virus Free

ðVirus
ðWorm
ðBot
ðSpyware
ðAdware
ð“greyware”
ð…
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桌面安全套件



Springboard for attacks 
• Generally speaking a proper 

configured firewall can well 
protect intranet desktops

• P2P/IM software has been 
eroding the network perimeter 
protected by traditional 
firewalls

• A desktop which has been 
controlled by some malware 
/spyware acts as Zombie and 
springboard for Internet 
attacks.

• A single remote accessed 
desktop that uses proxy-
enhanced firewall won’t be 
controlled by outside hackers 
so that intranet  mission 
critical devices are protected 
from internal attacks 
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• A single remote accessed 
desktop that uses proxy-
enhanced firewall won’t be 
controlled by outside hackers 
so that intranet  mission 
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NO

Enhanced Firewall



WAN Cost versus Security Operation 
Risk and Cost

Internet At Hubs Only

WAN Cost Security Operation Risk and Cost

Optimized

Internet At Every Sites

-------- What’s your recommendation ?   ----------



关于细节

l 宣传 Awareness 
l VIP Support
l 安装管理率 Installation/Managed Rate
l 处罚

l 分工

l 关于的技术的技术

l …



Questions and Answers


